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Introduction 

Allsorts Support Services CIC & Allsorts Community (Which will be referred to as the 

organisation throughout this policy). 

We want all service users to have successful and fulfilling lives. 

This policy document should be considered in conjunction with all other relevant duties, 

policies and guidance. 

Aim of the Policy  

This policy is intended to set out the values, principles and policies underpinning the 

organisation’s approach to IT & social media for all staff.  

The policy has the following aims: 

 To maintain a safe and healthy environment for all service users and employees.  

 To comply with applicable laws and legislation.  

This policy is informed by the organisation’s understanding of its statutory duties as an 

employer. 

 

Having effective, up to date and easy to follow policies and written documents minimises 

risk to service user’s, employees and the organisation itself and can ensure that statutory 

requirements, standards and regulations are understood and provides a framework to 

monitor compliance. To ensure the organisation provides a robust and clear framework, 

the organisation has developed this policy to manage processes to achieve compliance and 

effective co-ordination across the organisation.  

Through this policy the organisation will ensure that there is a process whereby all policy 

documentation is consistent. In addition, there will be an effective process for managing 

and reviewing policies and any associated written documents on a regular basis, to ensure 

that documentation remains legally compliant and actions are undertaken in a safe and 

efficient manner.  

This policy will ensure that the organisation meets its legal responsibilities and provides a 

clear organisational approach to documentation. 

Policy Statement  

The organisation will provide a structure for the development of policies and other written 

documents.  

This will include:  

• Ensuring that staff has access to the most recent copies of the organisation’s 

documents. 

• Establishing a control procedure for all policies and other written documents to 

ensure that those in use are current and relevant. 

• Ensuring that the equality impact assessment process is completed on all policies 

and procedures. 
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• Ensuring systems exist to monitor the use of, and compliance with, all written 

documents 

• Developing and maintaining a central database of policies, procedures and written 

documents  

• Maintaining an archive of past written documents, for reference and to meet legal 

requirements.  

 

Personal use of social media 

This policy provides guidance for employee use of social media, which should be broadly 

understood for purposes of this policy to include blogs, microblogs, message boards, chat 

rooms, electronic newsletters, online forums, social networking sites, and other sites and 

services that permit users to share information with others.  

 

Procedures  

The following principles apply to professional use of social media on behalf of the 

organisation as well as personal use of social media when referencing the organisation.   

The organisation respects your right to privacy while protecting its confidentiality and 

reputation. Staff must therefore not use social media to:   

 Employees need to know and adhere to the organisation’s Code of Conduct, 

Employee Handbook, and other company policies when using social media in 

reference to the organisation.  

  Employees should be aware of the effect their actions may have on their images, as 

well as the organisation’s image. The information that employees post or publish 

may be public information for a long time.   

 Employees should be aware that the organisation may observe content and 

information made available by employees through social media.  

 Employees should use their best judgment in posting material that is neither 

inappropriate nor harmful to the organisation, its employees, or service users.   

 Although not an exclusive list, some specific examples of prohibited social media 

conduct include posting commentary, content, or images that are defamatory, 

pornographic, proprietary, harassing, libellous, or that can create a hostile work 

environment.   

 Employees are not to publish post or release any information that is considered 

confidential or not public. If there are questions about what is considered 

confidential, employees should check with the manager.  

  Social media networks, blogs and other types of online content sometimes generate 

press and media attention or legal questions. Employees should refer these inquiries 

to the organisation’s manager.  

  If employees find encounter a situation while using social media that threatens to 

become antagonistic, employees should disengage from the dialogue in a polite 
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manner and seek the advice of a manager.  Employees should get appropriate 

permission before you refer to or post images of current or former employees or 

service users.  

 Additionally, employees should get appropriate permission to use a third party's 

copyrights, copyrighted material, trademarks, service marks or other intellectual 

property.   

 Social media use shouldn't interfere with employee’s responsibilities at the 

organisation. The organisation’s computer systems are to be used for business 

purposes only. When using the organisation’s computer systems, use of social 

media for business purposes is allowed (ex: Facebook, Twitter, the organisation’s  

blogs and LinkedIn), but personal use of social media networks or personal 

blogging of online content is discouraged and could result in disciplinary action.   

 Subject to applicable law, after‐hours online activity that violates the organisation’s 

Code of Conduct or any other company policy may subject an employee to 

disciplinary action or termination.  

  If employees publish content after‐hours that involves work or subjects associated 

with the organisation, a disclaimer should be used, such as this: “The postings on 

this site are my own and may not represent the organisation’s positions, strategies or 

opinions.”   

 It is highly recommended that employees keep the organisation’s related social 

media accounts separate from personal accounts. 

 Post, express their support for content and/or distribute content which contains 

derogatory or disparaging comments about the organisation, its service users and 

staff.   

 Harass, bully or unlawfully discriminate in any way including in breach our Respect 

at Work policy and Equality, Diversity & Human Rights Statement.   

 Breach any other law or ethical standards (for example, using social media in a false 

or misleading way, such as by claiming to be someone other than yourself or by 

making misleading statements)   

 Take any action which would damage working relationships between members of 

staff and/or members of the organisation.  

You should make it clear on social media where you are speaking on your own behalf e.g. 

by. Writing in the first person and using a personal e-mail address on your personal 

accounts. 

You are personally responsible for what you communicate on social media in a personal 

capacity. Remember that what you publish maybe read by the masses for a long time.  

You must not post comments about sensitive business-related topics, such as the 

organisation’s performance.  
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If you see content in social media that disparages or reflects poorly on the organisation 

please notify the manager. All staff are responsible for protecting the organisation’s 

reputation.  

You may be required to remove social media or other online content which breaches this 

or other organisation’s policies.  

If you are suspected of breaching any part of this policy, you must comply with our 

investigation so far as is reasonable. This may involve providing relevant passwords and 

login details. 

IT 

Technology has significant positive potential in supporting staff to work more effectively 

and efficiently wherever they are, it is essential that staff also understand their 

responsibilities when using technology during their work. The Staff’s IT Policy outlines 

the responsible and acceptable usage of technology by staff within the organisation. 

 The aims of this policy are to:  

 Ensure that everyone working for or with the organisation understands the basis on 

which they must use the organisation’s Information Technology (IT). This applies 

equally to all permanent staff, temporary staff, volunteers, and any person 

authorised to use the organisation systems. 

   Provide clarity on individual responsibilities to ensure that the use  the 

organisation’s systems is consistent with the organisation’s business objectives; and  

 Protect confidential data; to protect systems from viruses, theft and misuse; 

 To prevent unauthorised use.  

This policy complies with requirements in:   

 The Computer Misuse Act 1990.  

 The Copyright, Design and Patent Act 1988.  

 The General Data Protection Regulation (GDPR) 2018. 

 Electronic Communications Act 2000.  

 Regulation of Investigatory Powers Act 2000. 

 Privacy and Electronic Communications Regulations 2003.  

 The Health and Safety at Work Act 1974.   

 The Health and Safety (Display Screen Equipment) Regulations 1992 (as amended 

2002). 

 Waste Electrical and Electronic Equipment (WEEE) Regulations 2006.   

 Health & Safety at Work (NI) Order 1978 and Health & Safety (Display Screen 

Equipment) Regulations (NI) 1992 (as amended 2002).  

Scope of the Policy  

This policy covers the organisation and applies to all use of IT equipment. A breach of, or 

failure to comply with, this policy may result in disciplinary action.  
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Protection of the IT Environment  

User Accounts 

Unique user names (user identification) and passwords protect initial access to all 

computer systems and software. System software audits continuously operate to identify 

and investigate security incidents.  

As a user you must:  

 Select your own passwords in accordance with the specified requirements. 

 Keep passwords confidential. Using another member of staff’s password or sharing 

your own password may result in disciplinary action.  

 Refrain from using offensive or obscene words or images.  

 Lock computers when leaving your desk unoccupied. You can do this by pressing 

the “Ctrl, Alt and Del” or the “Windows key and L” simultaneously.  

 Log out and switch off your computer at the end of your working day unless there is 

a legitimate reason for leaving it on.   

 Report immediately to the organisation’s manager if you have reason to suspect that 

someone has tried to enter the computer environment illegally and/or has been 

tampering with any IT equipment.  

Your system access use is linked to your username and as such, any activity undertaken 

within an account will be attributed to you as its owner.  

All information on the organisation’s computer systems is the property of the organisation.  

There may be occasions when your manager or another staff member requires access to 

your system, for example where urgent correspondence has been sent to an absent member 

of staff. In these circumstances the manager will access the users H: Drive and/or email 

account without their permission to retrieve the specified document(s) only.  

There will also be occasions, such as potential and ongoing disciplinary matters, when 

greater access to a user’s IT account and/or equipment may be required by the manager.  

Access will only be granted where there are legitimate reasons, and will be provided for a 

time-limited period for the retrieval of information relating directly to the matter only. 

IT Staff  

Staff must not use any IT equipment or system access for any activity that they are not 

specifically authorised to carry out.  

IT equipment  

Your computer is a valuable piece of equipment – please treat it as such. 

The organisation, as employers, will provide an environmental and IT infrastructure that 

seeks to protect the health and safety of staff and members.  

As a member of staff you should:   

 Avoid eating near computer equipment.  
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 Not leave equipment in a position where it is at risk i.e. balancing on a narrow 

bookcase, close to a source of liquid etc.  

 Ensure that your workstation and/or equipment are not left unprotected, e.g. by 

locking your account during periods of inactivity, using the lock function on your 

docking station where this is available and/or locking your equipment away for 

prolonged periods. It is the responsibility of all staff to safeguard the organisation’s 

equipment and information.   

 Not leave equipment on view in a public location or unattended in a vehicle. If 

leaving equipment in a vehicle is unavoidable it must be stored securely out of sight 

in the boot, and the vehicle must be locked. Equipment should not be left in a 

vehicle overnight.  

 Store files on the main file server to ensure that they are backed up.   

Staff are informed and appropriate arrangements made when equipment needs replacing.  

The organisation requires that all mobile devices, including but not limited to, laptops, 

smartphones and tablets are fully encrypted.  

Unauthorised Changes to the system  

Users must not alter their computer system set-up. The manager is responsible for all 

system set-ups.  

Virus Protection  

A virus is a small program that attaches itself to certain other software files. As these files 

are used, the infection spreads to other files, and can spread across an entire network. The 

minimum effect is to create much confusion and concern; the more serious types can cause 

catastrophic and permanent damage to the organisation’s data. 

Viruses are usually transmitted via e-mail or by downloading files from the Internet. Even 

shrink-wrapped new software has been known to carry a virus.  

Although steps have been taken to protect the organisation network against virus attacks, 

new strains appear every day. It is important for you to remain vigilant and report any 

suspected problems to the manager immediately.  

You must never:   

 Load any unauthorised software on to the organisation’s owned portable device, PC 

or network – this includes items such as screen savers, and free software supplied 

with some newspapers or magazines.   

 Attempt to access any external software packages via the Internet using the 

organisation equipment unless authorised by the manager.  

If you suspect that there is any form of virus on your workstation or the organisation 

networks, you must report this to the manager immediately. 
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Reporting incidents  

In order to ensure that information security events and weaknesses with Information 

Technology can be acted upon they must be reported to the managers as quickly as 

possible.  

 Examples of security events and incidents include, but are not limited to:  

 Loss or theft of IT Equipment. 

 Loss of data.   

 Loss or theft of paper records, such as files, notebooks, confidential/commercial 

information etc.   

 Loss of service or facilities.   

 System malfunctions. 

 Breaches of physical security arrangements.  

 Uncontrolled system changes.  

 Access violations. 

Any personal data breach, where there is a risk to the rights and freedoms of individual, 

must be reported. It is vital that ALL data breaches are reported immediately to the 

organisation Data Protection Officer to make them aware of the breach. Our Data 

Protection Officer must report breaches to the supervisory authority (the Information 

Commissioners Office) without undue delay and where feasible no later than 72 hours 

after the organisation becomes aware of it. This is a requirement of the General Data 

Protection Regulation (GDPR).  

Responding to incidents  

The manager will respond to all incidents. We will follow Information Commissioner’s 

Office guidance on data security breach management.  

Data Protection and File Management 

The organisation has appointed the policy administrator as its Data Protection Officer.  

You are responsible for managing the information stored within your system. Data should 

be organised so that it is easily understandable and retrievable by other authorised users, 

where appropriate. Data should only be stored on the network drives, and kept up-todate 

/deleted when no longer needed, in line with the retention requirements.  

In general, all staff should only be able to see (read) and have (write) access to information 

or data to which they are authorised. A range of data protection methods enable this and 

allow exceptions to be managed. 

 You should not store personal data including music or photograph files on any of the 

organisation’s equipment. 

If you are downloading data onto a removable storage device (e.g. a USB stick), you must 

keep this secure and erase it after use. You must never store sensitive data on these devices 

unless it is encrypted. Devices must be kept locked away when not in use.  
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Back-Up  

To ensure that no data is lost, it must be stored on either the user’s home drive, or the 

organisation. These drives reside on central file servers and are backed-up daily to ensure 

data is not irretrievably lost should one of your drives become lost or corrupted.  

Acceptable use  

All IT activity is monitored. As a member of staff, you must ensure that your use of IT is 

consistent with acceptable practice and the organisation’s business objectives.  

In accordance with our Data Protection Policy, you must maintain the confidentiality of 

any data or information that you have access to.  

 Examples of unacceptable usage  

Include but are not limited to:   

 The creation, transmission or use of any offensive, obscene or indecent images, 

language, data or other material.   

 The creation, transmission or use of material which is designed or likely to cause 

annoyance, inconvenience or needless anxiety, including the sending of chain e-

mail and Spam (that is, unsolicited or undesired bulk electronic messages).  

 The creation, transmission or use of material which is designed or likely to 

compromise the security of the organisation’s systems or data, including network 

security information and user names/passwords or PINs.   

 The creation, transmission or use of defamatory material that makes a false claim, is 

expressly stated or implied to be factual, may cause offence and/or may bring the 

organisation in to disrepute.   

 The transmission of material that infringes the copyright of another person, where 

the sender does not have the explicit permission of the owner or does not own the 

copyright.   

 Excessive or inappropriate access to or use of the organisation network for 

private/personal use.  

 The storage and/or transfer of any sensitive information such as member 

information / staff information without encryption or approval. For guidance on the 

definition of what is or isn’t sensitive data please refer to the Data Protection Policy.   

 Unauthorised representation of the organisation using electronic media either during 

work time or outside.  

 Connecting any unauthorised device to the organisation network.  

 Entering any computer system or trying to use any program for which you do not 

have authority.   

 Accessing data for which you do not have authority. 

 Modifying, changing or deleting data for which you have not been authorised to do.   

 Allowing unauthorised use of any equipment in your possession. 

 Interfering or tampering with hardware or software.  
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 Using the organisation’s hardware (for example, laptops) to access, store or transmit 

any of the above.  

Internet  

Access to the internet is provided for business use. The organisation recognises that some 

staff may wish to make occasional use of the internet for personal purposes.  

Staff are permitted to access the internet for personal use at times.  

These are:   

 Before and after working time. 

 During breaks. 

 Access to the internet should not interfere with staff responsibilities or productivity. 

 If your manager has concerns regarding excessive or inappropriate personal use of the 

internet, they should discuss this with you in the first instance where appropriate.  

The organisation reserves the right to restrict access to websites. 

 Any accidental access to an inappropriate site should be terminated immediately. 

Security and identity theft  

You should:   

 Ensure that no information is made available that could provide a person with 

unauthorised access to the organisation and/or any confidential information.  

 Refrain from recording any confidential information regarding the organisation on 

any social networking website.  

E-mail 

 All emails sent and received using the organisation equipment are archived and stored for 

a minimum of three years.  

Law  

Use of the organisation’s computer equipment is subject to legislation. Five pieces of 

legislation place direct legal responsibilities on users and these are:  

 The General Data Protection Regulations (GDPR).  

 The Copyright, Designs and Patent Act. 

 The Computer Misuse Act. 

 The Health & Safety at Work Act. 

 The General Data Protection Regulations (GDPR) and Data Protection Act 2018  

The policy administrator is the organisation’s Data Protection Officer and is responsible 

for all personal information within the organisation under the Data Protection Act.  

The GDPR protects the rights of individuals about whom information is recorded on a 

computer as well as personal information that is held and processed manually.  
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All staff are responsible for day-to-day compliance. 

 You must:   

 Shred documents containing personal data. 

 Maintain personal data as accurately as possible. 

 Store all personal data securely. 

Copyright, Designs and Patents Act (1988)  

This Act covers the illegal copying and theft of software and all users must comply with 

software copyrights.  

It is an offence to copy, publish, adapt or use computer software without the specific 

authority of the copyright holders.  

The Computer Misuse Act (1990)  

This Act aims to ensure that only authorised personnel use computer equipment, software 

and peripherals and that these are used only for authorised purposes.  

 Health & Safety  

The Health & Safety at Work Act 1974 requires employers to regularly review equipment, 

premises and systems of work to identify hazards and reduce the risks to employees, 

contractors and the self-employed.  

Staff must contact the manager to report any damage or other health and safety concerns 

relating to IT equipment. . 

Should you require assistance on any issues arising out of your responsibilities, please 

discuss them with the Manager.  

 

All policies and other written documents  

It is the responsibility of the Policy administrator to ensure that when a document is 

revised, a copy of the original is forwarded to the Manager.  

Once revised policies and other written documents are approved, the Manager will pass on 

to all employees.  

Staff will be notified of newly approved/revised policies, procedures and guiding 

documents within one week of approval by the manager.  

 

Non-compliance with this Policy 

In the unlikely event of a member of staff not respecting the policy, the organisation’s 

manager should attempt to resolve the situation informally in the first instance. Ultimately, 

repeated breaches of the policy will result in disciplinary procedures and may lead to 

dismissal.  
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Policy Implementation 

It is the responsibility of the Policy administrator to keep all policies and procedures up to 

date. The manager will identify how any policy or written document will be implemented. 

This will include liaising directly with the policy administrator in order to ensure that staff 

training requirements have been highlighted. Overall responsibility for ensuring the policy 

is implemented, monitored and reviewed rests with the organisation’s Manager.  

 

Information on the policy will be: 

 Circulated to all staff 

 Provided to all new employees 

 

Training  

All new staff will be required to read all policies as part of their induction process. 

 
Review Process 

The Manager requires that certain policies must be reviewed annually. These are: 

• Safeguarding policy 

• All other policy documents must be reviewed no later than three years after initial 

approval and regularly reviewed on the same basis thereafter.  

• Documents will be reviewed more frequently if changes in legislation or the service 

requires it. 

• It is the responsibility of the policy administrator will ensure that documents are 

reviewed in line with their review dates. 

 

Where a review necessitates considerable change to the previous document, the process 

will be treated as though it is a new document.  

Minor amendments can be notified by distributing copies of the policy to appropriate 

recipients, with a cover sheet with the changes are and their implications. This sheet 

should be kept with the original.  

Review of Policy  

This policy will be reviewed on a three yearly basis or at an earlier date if changes are 

required due to changes in government advice. 
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Annex A – How to use social media 

Tips and hints on staying safe and managing 

 Yours & the organisation’s reputation 

We all recognise the enormous benefits and opportunities that social media presents and 

we actively encourage our students to use social media to communicate and keep in touch 

with latest news and research in their area. Despite the opportunities, there are risks. Social 

media allows individuals to communicate with a potentially large audience, and sometimes 

its informality can encourage us to be less cautious than we would ordinarily be. These 

tips are to help you when you are considering posting on social media. They will help you 

manage your professional reputation and ensure you follow university guidelines and the 

law.  

• Remember, everything you post online is public 

Once it’s out there you lose control of how others might interact with it. Posting anything 

online (even on closed profiles or private messaging services, like WhatsApp, for 

example) has the potential to become public, even without your knowledge or consent.  

• Think before you post 

Would you be happy for your family or future employer to see it? If not, then it’s probably 

not a good idea to post it. There have been a number of high profile cases where students 

across the country have been disciplined after offensive comments made on private 

messaging services, like WhatsApp, were captured and subsequently shared.  

• Consider how the content of your messages may appear to others Offensive 

materials, including text, images and video, have the potential to cause serious upset and 

severely damage your professional and personal reputation. Consider how others may 

perceive your content. How could a potential employer view the content? Employers are 

increasingly checking the digital footprint of potential staff. This means looking at old 

tweets, posts and comments on forums. Will sharing the content result in you falling short 

of expected standards at university and the law? If so, it could result in the university 

taking disciplinary action. Don’t forget, it can be hard to take something back once it has 

been shared, copied, or redistributed.  

• Check your privacy settings 

 Protect your personal information and that of others that could be misused. Think about 

who can see your address, telephone number, date of birth and email address. And, 

definitely don’t share your bank details online. Also remember that while you may be 

sharing the content privately (on your own private profile or in a private forum) others can 

share that content publically if it is available. 

 

 

 


